5514 5 6 OB e R CfF &R a2 i) Vol.51 No.6
2026 4% 6 J Geomatics and Information Science of Wuhan University Jun. 2026

5l 3c A& = ok WIAE , 5K B2, 510 30, 45 L 1T 1) OpenDRIVE 2 8 P (89 DNA 3l 25 2 530 3% (7] iBUR 2 2 i (ff B
EkmeE fiR),2026,51(6):1263-1272.D01:10.13203/j.whugis20240304
Citation: ZHANG Mingwang, ZHANG Liming, YAN Haowen, et al. A DNA Dynamic Encryption Algorithm for High-Defini-
tion Maps of OpenDRIVE[J].Geomatics and Information Science of Wuhan University, 2026, 51(6):1263-1272.DO1:10.13203/].
whugis20240304

il 7] OpenDRIVE % 2 5 RS i 1) DNA gh 4%
s 5k

KOS KRR ER N B E BN A
1 2N AGE KM 2 5 PE B 2=pe Ol 220, 730070
2t 3 TR A T R R K T B A TR S PG HOR 220, 730070
3 HRA MR S AT A E, Hl 21,730070

g

 E AT SR E R A P e &P, R T A A 4B 4 88 (deoxyribonucleic acid, DNA) %5 25 , 42 &8 7 — 4 &
5 OpenDRIVE # X S ey sh A E Lk, L kR T T B MmE s, 44, 2 ARKAL T AMIAF) BT
ZRIHEDNABEAESS SHREAFPH AR AWM EE I v, B RABRE AN T B EARFETEL; RE, ¥
How & A, 8 A 3 DNA B % 45, o KA A 7 sélzxr&z& 5 oy F oy we A, oAb o & A Mk AT A T e A %
RGBS 0 G AL F AT DNA ik iZ KB LA REBAH TR FFR FLHE, FRERBIET R A X
ST VA 52 Lk M Am i T3 Am 5E A 2.654 MB/s,%iéJ M AL A b 2.588 9 MB/s. #n % A ik 0915 8 M3 3% 3 3 X
MR, FEHIEGRRAZEHAE 29101, Bt MR R T &, TATHERNKAEJH LB G L EH P EH,
G H A5 A ;OpenDRIVE ; DNA 3 & 4n 55 5 ik 50 5%

P E 525 P208 SCERARIRAD : A W75 B H#A - 2025-05-29
DOI:10.13203/].whugis20240304 X EHS:1671-8860(2026)06-1263-10

A DNA Dynamic Encryption Algorithm for High—Definition Maps of
OpenDRIVE

ZHA]\]G Mingwangl,z,s ZHAJ\]G Ll-ml-ngl,z.S YALV Ha()u}@n 1,2,3 TAN Ta() 1.2.3
WANG Lei"** LIU Shuaikang '**

1 Faculty of Geomatics, Lanzhou Jiaotong University, Lanzhou 730070, China
2 National-Local Joint Engineering Research Center of Technologies and Applications for National Geographic State Monitoring ,
Lanzhou 730070, China
3 Gansu Province Key Laboratory of Science and Technology in Surveying & Mapping, Lanzhou 730070, China

Abstract: Objectives: High—definition (HD) maps are essential infrastructure for autonomous driving,
characterized by high collection costs, significant economic value, and containing a substantial amount of
sensitive geographic and road information. Ensuring their security and privacy protection has become an
urgent priority. As the foundation of data security, encryption technology can provide the technical support
necessary for the secure storage and transmission of HD maps. To address the security protection issues of
HD maps during storage and transmission, a dynamic encryption algorithm for high—-definition maps in
OpenDRIVE format was proposed based on the data characteristics of HD maps and deoxyribonucleic acid
(DNA) dynamic coding. Methods: The algorithm consists of two main components: scrambling and diffu-

sion. During the scrambling process, a random sequence is first generated using the SHA-512 hash algo-
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rithm in conjunction with a two—dimensional chaotic system. Next, the parameterized cubic curves repre-
senting elevation, superelevation, and lanes in the HD map are mapped to corresponding base combina-
tions using this random sequence. The parameters within the curves are then scrambled according to the
principle of base complementarity. In the diffusion operation, the DNA bases are first encoded, and a stable
index relationship between each curve and the encoding scheme is established through a random sequence.
Second, the parameters of the curve are base—encoded in binary. Third, the DNA addition operation is per-
formed according to the index encoding scheme. Finally, the operation result is converted into decimal to
obtain the ciphertext data. Results: The experiment demonstrates that the algorithm provides high security,
with a large key space and strong key sensitivity. The encryption algorithm demonstrates effective perfor-
mance, enabling selective encryption and decryption. Additionally, in the event of cropping attacks on the
HD map, the unaffected portions of the data can still be successfully decrypted. Conclusions: The algo-
rithm is suitable for the secure storage and transmission of HD maps in intelligent connected vehicles.

Its selective encryption and decryption capabilities make it adaptable to various application scenarios, of-

fering strong practicality.

Key words: HD map; OpenDRIVE; DNA dynamic encryption; selective decryption
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